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To UP Users: 
 
Please be wary of phishing attempts which involve emails and push notifications masquerading as 
legitimate notifications from Google. When clicked, these emails and notifications may directly take 
the user to a document containing a malicious link. You may learn more about this phishing scheme 
here: ​https://www.wired.co.uk/article/google-drive-spam-comments-phishing  
 
Please be reminded NOT to click on ANY URL from UNSOLICITED email, even from trusted sources. 
We strongly encourage you to be extra vigilant when accessing websites or corresponding through 
email, social media, and other online platforms.  
 
If you encounter suspicious websites, emails, and posts on social media sites, please immediately 
inform your CU ICT Support. You may find their respective email addresses at 
https://ictsupport.up.edu.ph/​.  
 
For your kind information and guidance. 
 
Please be safe always. 
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